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Conl3ict-free objects for larg
scale distribution
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¥Large, dynamic graph

¥Incremental, parallel,
asynchronous:

- updates
- processing

Shared Mutable data
¥ Read<zreplicate

¥ Updates?

Novel, principled approach:
Conliict-free objects

Can we design useful object typ
without any synchronisation
whatsoever?

Can we build practical systems
from such objects?
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Replication for beginners



Replicated data

Share dataz Replicate at many locations
¥ Performance: local reads
¥ Availability: immune from network failu
¥ Fault-tolerance: replicate computation
¥ Scalability: load balancing

Updates ¥Fault tolerance
¥ P h t ” | ¥and p_arallelism too?
US O a rep ICaS ¥Conflict!!

¥ Conficts: Consistency?
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Update local + propagate
¥ No foreground synch
¥ Expose tentative state

¥ Eventual, reliable deliver
¥Avalilability ++

On confiict ¥Parallelism++
¥ Arbitrate p U=
¥ Roll back ¥Complexity ++

Consensus moved to backgt



Eventual Consistency

— )/

\ ®
2,
A

o

< /

.

Update local + propagate
¥ No foreground synch
¥ Expose tentative state

¥ Eventual, reliable deliver
¥Availability ++

On confiict ¥Parallelism++
¥ Arbitrate p U=
¥ Roll back ¥Complexity ++

Consensus moved to backgt



Eventual Consistency

— /

\ @)
2,
Ve

o

< /

Update local + propagate
¥ No foreground synch
¥ Expose tentative state

¥ Eventual, reliable deliver
¥Avalilability ++

On confiict ¥Parallelism++
¥ Arbitrate p U=
¥ Roll back ¥Complexity ++

Consensus moved to backgt



Eventual Consistency

— /

\ @)
2,
Ve

o

< /

Update local + propagate
¥ No foreground synch
¥ Expose tentative state

¥ Eventual, reliable deliver
¥Avalilability ++

On confiict ¥Parallelism++
¥ Arbitrate p U=
¥ Roll back ¥Complexity ++

Consensus moved to backgt



Eventual Consistency

— /

\ ®
S
\ A7

—

< /

"

Update local + propagate
¥ No foreground synch
¥ Expose tentative state

¥ Eventual, reliable deliver
¥Avalilability ++

On confiict ¥Parallelism++
¥ Arbitrate p U=
¥ Roll back ¥Complexity ++

Consensus moved to backgt



Eventual Consistency

— /

\ ®

o

\ A7
Conlf3ict!

—

N / .

7 _ /

Update local + propagate
¥ No foreground synch
¥ Expose tentative state

¥ Eventual, reliable deliver
¥Availability ++

On confiict ¥Parallelism++
¥ Arbitrate p U=
¥ Roll back ¥Complexity ++

Consensus moved to backgt



Eventual Consistency

— /

\ ®
S
\ A7

—

< /

"

Update local + propagate
¥ No foreground synch
¥ Expose tentative state

¥ Eventual, reliable deliver
¥Avalilability ++

On confiict ¥Parallelism++
¥ Arbitrate p U=
¥ Roll back ¥Complexity ++

Consensus moved to backgt



Eventual Consistency

Update local + propagate
¥ No foreground synch
¥ Expose tentative state

¥ Eventual, reliable deliver
¥Avalilability ++

On confiict ¥Parallelism++
¥ Arbitrate p U=
¥ Roll back ¥Complexity ++

Consensus moved to backgt



Eventual Consistency

Update local + propagate
¥ No foreground synch
¥ Expose tentative state

¥ Eventual, reliable deliver
¥Avalilability ++

On confiict ¥Parallelism++
¥ Arbitrate p U=
¥ Roll back ¥Complexity ++

Consensus moved to backgt



Eventual Consistenc

¥Avalilable, responsive

—  / S
N Update local + propagate
—1 ¥ No synch
¥ Expose intermediate sta
\,/ ¥ Eventual, reliable deliver
o No conlf3ict
¥ Deterministic outcome o
— / concurrent updates
\ .
No consensus:n-1 faults
7 |
f Not universal

\/ Solves the CAP problem



Eventual Consistenc

— )/

\ ®
2,
A

o

< /

.

¥Avalilable, responsive
¥More parallelism
¥No conflicts

Update local + propagate
¥ No synch

¥ Expose intermediate sta
¥ Eventual, reliable deliver

No conliict
¥ Deterministic outcome o
concurrent updates

No consensus:n-1 faults
Not universal

Solves the CAP problem



Eventual Consistenc

— /
\ ®
LS e/

¥Avalilable, responsive
¥More parallelism
¥No conflicts

Update local + propagate
¥ No synch

¥ Expose intermediate sta
¥ Eventual, reliable deliver

No conliict
¥ Deterministic outcome o
concurrent updates

No consensus:n-1 faults
Not universal

Solves the CAP problem



Eventual Consistenc

— /

\ @)
2,
Ve

o

< .

" \‘/

¥Avalilable, responsive
¥More parallelism
¥No conflicts

Update local + propagate
¥ No synch

¥ Expose intermediate sta
¥ Eventual, reliable deliver

No conliict
¥ Deterministic outcome o
concurrent updates

No consensus:n-1 faults
Not universal

Solves the CAP problem



Eventual Consistenc

¥Avalilable, responsive
¥More parallelism
¥No conflicts

Update local + propagate
¥ No synch

¥ Expose intermediate sta
¥ Eventual, reliable deliver

No conliict
¥ Deterministic outcome o
concurrent updates

No consensus:n-1 faults
Not universal

Solves the CAP problem



The challenge:

What interesting objects car
we design with no
synchronisation whatsoevel



Portfolio of CRDTs

Register Counter
¥ Last-Writer Wins ¥ Unlimited
¥ Multi-Value ¥ Non-negative
Set Graphs
¥ Grow-Only ¥ Directed
¥2P ¥ Monotonic DAG
¥ Observed-Remove ¥ Edit graph
Map Sequence

¥ Set of Registers ¥ Edit sequence



Set design alternatives

¥linearisable: sequential
order

¥equivalent to real-time
order

Sequential specibPcation:  yacquies consensus
¥ adde)
¥ removeg)

adde) || removeg)
¥ linearisable?
¥ add wins?
¥ remove wins?
¥ last writer wins?
¥ error state?



Observed-Remove Set
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Observed-Remove Set

s X\ O add(a) rmy (a) {a a)

&)\ "9 @r®
{a
ll \\ U ided(a) )/ S ¥Can never remove
@ | @ } more tokens than
\\ / {a @ exist
/

¥Op ordexzremovec

N\~ a -&- tokens have been
=~ previously added

¥ Payload: added, removeelémentyunique-toker
add(e) =A A" {(e,) )}

¥ Remove: all unique elements observed
remove(e) = R R" { (e, D¢ A}

¥ lookup(e) $ (e, PXA\R

¥ merge (S, S") = A, R' R

¥ adde) || removeg)



OR-Set

Set: solves Dynamo Shopping Cart anor

Optimisations
¥ Just mark tombstones
¥ Garbage-collect tombstones
¥ Operation-based approach



Graph design alternatives

Graph =(V, EwhereE# V! V

Sequential specibcation:

¥ addEdge(V)
¥ removeVertexy)

Concurrent: removeVertex() || addEdge(V)
¥ linearisable?
¥ add Edge WwIins? ¥for our Web Search Engitie

pplication, removeVertex

¥ removeVertex wins? wis

¥Do not check precondition
¥etC add/remove E



Graph

Payload = OR-Sa{,OR-SetE

Updates add/remove t¥, E
¥ addVertex(v), removeVerte
¥ addEdge(v,Vv'), removeEdg

Do not enforce invariant a prio
¥ lookupEdge(,V) = (v,v'} E
%v! VO%V'! Vv
removeVertex(v') || addEdge(v
¥ remove wins



Graph

— /

\ ®
2,
A

o

< /

.

Payload = OR-Sa{,OR-SetE

Updates add/remove t¥, E
¥ addVertex(v), removeVerte
¥ addEdge(v,Vv'), removeEdg

Do not enforce invariant a prio
¥ lookupEdge(,V) = (v,v'} E
%v! VO%V'! Vv
removeVertex(v') || addEdge(v
¥ remove wins



Graph

— /

\ @)
0
Ve

o

< /

7

Payload = OR-Sa{,OR-SetE

Updates add/remove t¥, E
¥ addVertex(v), removeVerte
¥ addEdge(v,Vv'), removeEdg

Do not enforce invariant a prio
¥ lookupEdge(,V) = (v,v'} E
%v! VO%V'! Vv
removeVertex(v') || addEdge(v
¥ remove wins



Graph

— /

\ @)
2,
Ve

o

W / .
" \‘/

Payload = OR-Sa{,OR-SetE

Updates add/remove t¥, E
¥ addVertex(v), removeVerte
¥ addEdge(v,Vv'), removeEdg

Do not enforce invariant a prio
¥ lookupEdge(,V) = (v,v'} E
%v! VO%V'! Vv
removeVertex(v') || addEdge(v
¥ remove wins



Graph

Payload = OR-Sa{,OR-SetE

Updates add/remove t¥, E
¥ addVertex(v), removeVerte
¥ addEdge(v,Vv'), removeEdg

Do not enforce invariant a prio
¥ lookupEdge(,V) = (v,v'} E
%v! VO%V'! Vv
removeVertex(v') || addEdge(v
¥ remove wins



Co-operative editing

{X,z# graph' x <z}
add-betwee(x, v, z)
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{X,z# graph' x <z}
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Co-operative editing

¥ Deep (internal)
view:

¥ DAG representing
insert order p

v{

ordering at all

replicas

|

' ¥'ensure
| / consistent
|

7

{X,z# graph' x <z}
add-betwee(x, v, z)
{y # graph’ x<y<z}

elements

I\
1

¥ strong
; order
: ¥ add: takes
. between precede
s already- Ce€ 0
1 ordered
1
v

%

¥ beqin and
en

sentinel//s

¥ lLocal
constraint
implies global
acyclic ~
¥This spec is
Implemente
directly by
WQOO
¥Clean

7

¥ Surface view
summarises
total order
7
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Co-operative editing

{X,Z# graplﬂ' X < Z} ¥ Local

constraint
impliles global
acyclic ~
add-betwee(x, v, 2)
. - I .
¥ Deep (internal) {y T graph X<y<Z} ¥This spec is
view: :
| Implemente
¥ DAG representing di lv b
insert order jLecl y
/ R WOO
ﬂ#\ ¥2ﬁ in and ¥Clean 7
o " 'I sentinel//s
| ¥ stron .
o ; St >
J s between  precede
¢ ¢ already- Ce ove
’ s ordered C 7
' 1 elements
’ v .
Y 4
N~ ) ¥ Surface view
; ‘ summarises
R A total order y
.' ¥'ensure % I N R A
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ordering at all
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¥ position

Real numbers not appropriate
¥ approximate by tree
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The theory

Two simple conditions
for correctness withou
synchronisation
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¥Example: Amazon shopping c:
replicated

¥unspecified client, e.g., Web fi
end

¥One or more
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State-based replication
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Local at sources;.u(a), su(b), E

¥merge two valia

¥ Compute states

¥produce valid sta
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available
Convergence: ¥Inefficient if

payload is large

¥ Episodically: sergipayload
¥ On deliverymergepayloadsn
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State-based: monotonic sen
lattice<zCRDT

o~ Si.u(a) S..M(83)

S / \
/ \ o o o—>
/ @ \ $.u(b) \il /;2
| @ \ < 0 ® @ =
\ | $.Mm(3) \32
\\ // ¥5J: LeaBst d
\\// LBEe:r m%lflge
If
¥ payload type forms aemi-lattice S
¥ updates are increasing to history

¥ mergecomputes Least Upper Bound
then replicas converge to LUB of last val
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Operation-based replicatior

s I S1.u(a) ¥push to all replicas
// \\ © > gventually ’
/ \ ¥push small update:
| \ s > - more efficient tha
| , SZU(b) state-based
\
\ /
\\ //
At source:

Eventually, at all replicas:

¥ prepare ¥ updatelocal replica

¥ broadcast to all replicas
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\ / ~3g
(&) o ®
\\/
At source:

Eventually, at all replicas:

¥ prepare ¥ updatelocal replica

¥ broadcast to all replicas



Op-based: commutezCRDT

S

/ \

/ \ >
[ \ $.u(a)
{0} -
\ /l

\\ ,

¥Delivery ordgrensures
downstream precondition

¥happened-before or weaker

If1¥d (Livenessll replicas execute all operatiol
T 1 Indelivery order

¥ (Safetyponcurrent operations all commut
Then: replicas converge



Monotonic semi-lattice
<{ commutative

¥Systematic transformation
¥Inefficient
¥<zHand-crafted op-based implementa

1.A state-based object can emulate an
operation-based object, and vice-versa

2.State-based emulation of a CvRDT Is a
CmRDT

3.0peration-based emulation of a CvRDT It
CmRDT



Operation-pbased OR-Set

PayloadS {(4,), (e ), (€'#), E)
where! ," .E unique

(e, )!

Operatlons
¥ lookup(e) & !

S

¥Set of IDs
associated
with a in the
old state

¥As observe
by source!



Operation-pbased OR-Set

PayloadS (&), (e)),(e'#), E }
where! " E unique ¥Set of IDs

associated
Operatlons with a in the
: I
¥ lookup(e) &! :(e,!)! S ¥As observe

¥add(e) =S S( {(e,) )}where! fresh



Operation-pbased OR-Set

PayloadS (&), (e)),(e'#), E }
where! " E unique ¥Set of IDs

associated
Operatlons RS
¥ lookup(e) &! :(e!)! S ¥As observe
¥add(e) =S S( {(e,) )}where! fresh
¥ removee) =

' (atsource)R ={(e!)! S}
' (downstream)S' S\R



Operation-pbased OR-Set

PayloadS {(d,), (e ). (€' #) E)

where! ," .E unique ¥Setof IDs_
Operatlons RS
¥ lookup(e) &! :(e!)! S ¥As observe
¥add(e) =S S( {(e,) )}where! fresh
¥ removee) =

I (atsource)R ={(e!)! S}
' (downstream)S' S\R

No tombstones



Operation-pbased OR-Set

PayloadS {(d,), (e ). (€' #) E)

where! ," .E unique ¥Setof IDs_
Operatlons RS
¥ lookup(e) &! :(e!)! S ¥As observe
¥add(e) =S S( {(e,) )}where! fresh
¥ removee) =

I (atsource)R ={(e!)! S}
' (downstream)S' S\R

No tombstones
add(e) || remove(g)



Ongoing work
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CRDTs  ConcoRDanT
for P2P =
& Cloud Computing

ConcoRDanT ANR 20102013

Systematic study of conliict-free design space
¥ Theory and practice
¥ Characterise invariants
¥ Library of data types
Not universal
¥ Conlict-free vs. conf3ict semantics
¥ Move consensus off critical path, non-critical «



http://concordant.lip6.fr/
http://concordant.lip6.fr/
http://concordant.lip6.fr/
http://concordant.lip6.fr/
http://concordant.lip6.fr/

CRDT + datal3ow

Web —p| crawl extract
site 2 links
extract

(2]

Map URL to Map word to
last 2 versions Set of URLS

Incremental, asynchronous processing
¥ Replicate, shard CRDTs near the edge
¥ Propagate updates datalow
¥ Throttle according to QoS metrics
(freshness, avallabllity, cost, etc.)

Scale: sharded
Synchronous processing: snapshot, at cent

spam
detecto

8




OR-Set + Snapshot

Read consistent snapshot
¥ Despite concurrent, incremental updates

Unigue token = time (vector clock)
¥ | = Lamport(process I, counter t)
¥ UIDs identify snapshot version
¥ Snapshot: vector clock value
¥ Retain tombstones until not needed

lookup(e, t) & (e, i, t') A :t'’>t%$ (e, i, t) R: t'>t



Sharded OR-Set

Very large objects
¥ |ndependenshards¥(Dynamic: requires
¥ Static: hash Frebalance)
Statically-Sharded CRDT
¥ Each shard is a CRDT
7 ¥ Update: single shard
¥ No cross-object invariants
¥ The combination remains a CRD’

Statically Sharded OR-Set
¥ Combination of smaller OR-Sets
¥ Snapshot: clock across shards



Take aways

Principled approach
¥ Strong Eventual Consistency

Two sufbcient conditions:
¥ State: monotonic semi-lattice
¥ Operation: commutativity

Useful CRDTs
¥ Register, Counter, Set, Map (KVS),
Graph, Monotonic DAG, Sequence

Future work
¥ Snapshot, sharding, dataRow
¥ A wee bit of synchronisation



Portfolio of CRDTs

Register Counter
¥ Last-Writer Wins ¥ Unlimited
¥ Multi-Value ¥ Non-negative
Set Graphs
¥ Grow-Only ¥ Directed
¥2P ¥ Monotonic DAG
¥ Observed-Remove ¥ Edit graph
Map Sequence

¥ Set of Registers ¥ Edit sequence



